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1. Recommendations

1. To review highest scoring risks, and the reduction of previously high scoring RED
risk to Amber.

2. To note and approve the revised Risk Register dated 02 October 2019.




2. Purpose of report

2.1 The purpose of this report is to enable a review of the College Risk Register,
and provide the Board with an update on the most recent review of strategic
organisational risks, to September/October 2019. In particular, attention is drawn to
highest scoring risks (High Likelihood, High Impact) and other significant changes to
the Risk Register.

3. Context

3.1 Risk Management is a key component of the College’s internal control and
governance arrangements, and as such is an important responsibility of the Senior
Management Team, Board Committees, and the Board of Management. The risks
listed on the Risk Register have been identified by SMT and Board Committees, as
the current strategic risks faced by the College. The risks are aligned within the
same framework of four strategic themes as the College Strategic Plan, and those
included in the Risk Register and Matrix have potential impacts on one or more of
the College’s strategic priorities.

3.2 Afull review of strategic risks was conducted in the quarter to May 2019,
involving senior Risk “owners”, senior managers as appropriate, and Board
Committees. All Risk MAPs were updated accordingly and reported to the respective
Board Committees.

3.3 The Risk Register is attached, together with the Risk MAPs for the highest
scoring risks, RAG-rated RED; and Risks with significant change to score. These
are:

e Risk6 - . Negative impact upon College reputation. Reason —Potential
outcomes from internal investigations (Audit Committee, May 2019).

e Risk12 - . Failure of Business Continuity. Reason — requirement for
Business Continuity Impact Analyses, and Recovery Plan development (now
complete, awaiting Internal Audit Report to Audit Committee)

e Risk 25—  Failure of IT system security. Changed from RED to AMBER.
Context: significant risk treatment (compliance with UK Government Cyber
Essentials Plus) was not achieved to schedule (Oct ’18). Now complete.
FPRC agreed change of risk status at 2 October 2019.




4. Impact and implications

4.1 The effective management and control of risks is essential to the on-going
stability and future growth of the College, with clear implications in terms of potential
impact upon College students and staff, as well as the College’s wider reputation. All
strategic risks have potential strategic impact upon the College. The College Risk
Register includes matters relating to legal compliance.

4.2 Several strategic risks are financial in nature, and potentially constitute a threat
to the College’s stated strategic priority to “Maintain our long-term financial stability”.

4.3 Performance management and improving performance are identified as areas of
strategic risk, due to the potential impact on reputation, the student experience, and

funding.

4.4 Regional and sectoral considerations are included in the process of risk
management, and are reflected in the risk documentation.

Appendices:
Appendix 1: Risk Register

Appendix 2: Risk Management Action Plans (MAPSs) for high-scoring Risks and
significant changes.
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