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1. Introduction

Use Your Own Device (UYOD)

1. Introduction

11

1.2

1.3

City of Glasgow College recognises the benefits of a flexible mobile
approach to accessing information systems. However, UYOD must be
carefully managed to ensure the integrity, accuracy and security of
information owned by the college. As such, the purpose of this policy is to
inform users of their responsibilities towards information security and
management.

In the context of this policy Use Your Own Device (UYOD) means
accessing College IT systems, regardless of location, using a physical
device which is not owned and administered by the College.

The College seeks to promote the effective and secure use of its
information systems to ensure a productive environment that supports
learning, teaching and allows staff to undertake their duties. The College is
responsible for the data which it holds and will manage that data in
accordance with all legal and regulatory responsibility in line with other
College policies such as, but not limited to, the Acceptable Use Policy
(AUP) and General Data Protection Regulation (GDPR) legislation.
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2. Purpose and Aims
This policy has been created to:

2.1  Provide guidance to those who wish to use a personally owned physical
device to access College systems or information and to inform users of
their responsibilities towards information security and management.

2.2  Clearly set out the standards of information security that must be met when
using a personally owned physical device to access College systems or
data.

3. Scope

3.1.This policy applies to all Users who have been given access rights to College
systems and will access the systems on a personally owned physical device.

3.2.Users should be familiar with other relevant City of Glasgow College policies
and procedures in the context of UYOD, such as the Acceptable Use Policy
and Social Media Policy.

3.3. This Policy has been reviewed by the college Equalities Impact Assessment
for positive benefits. The College acknowledges the use of personally owned
devices to help meet user’s individual needs.
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4. Policy Statement

4.1.Device and Data security

41.1

4.1.2

4.1.3

4.1.4

The College provides Information Systems such as Office 365 inc.
Email, Enquirer, MyConnect and MyCity, which allow secure access to
college information using an internet browser. When accessing these
systems using a personal device, the device must be kept secure at all
times. Users must ensure they log out of their session when they are
finished.

Users should be aware that when they access a College system on a
personally owned physical device that they are responsible for all
aspects of the security of that device. Access to a College system from
a free public Wi-Fi service, collectively known as a Hotspot (e.g. free
Wi-Fi service on a train), is not recommended as it may not be secure.

Within the College Campuses, users are only permitted to connect a
personally owned physical device to the College Eduroam or Guest
Wi-Fi networks. In the Student Accommodation buildings, users can
physically connect personally owned devices to the data points in their
room. No such physical connections of personally owned devices are
allowed anywhere else in the College.

Before a personal device is used to access a college system, it is a
user’s responsibility to familiarise themselves with the device’s security
features to keep College data secure. As a minimum you must ensure
that the device:

e Has up to date anti-virus software installed and running
e Has the latest software updates installed
¢ |s not modified in a way that the device’s manufacturer’s security

mechanisms are changed, for example ‘to jailbreak’ the device

e |s secured with a strong password or passcode
e |s, where available, set up with an auto-lock (device locks

automatically after an idle time period)

e |s not cached to remember passwords
e Is, where possible, enabled with remote wipe capabilities which

ensure that the device can be ‘wiped’ of all data in the event of loss
or theft

¢ Where available, mobile devices should be enabled with tracking

software such Apple’s ‘Find My iPhone app’, Google’s ‘Find my
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Device’ or Windows ‘Find My Phone’, where the device has this
feature to enable it to be located in the event of loss or theft

4.1.5 The College takes no responsibility for the maintenance, support or
any associated costs with personally owned devices.

4.1.6 As Data Controller, the College retains ownership and control of
College data irrespective of device ownership. To this end, co-
operation must be given with the IT Team (in conjunction with HR or
the Data Protection Officer) if it is deemed necessary to inspect
College data stored on your personal device.

4.1.7 College or personal data should not be downloaded to personal
devices and accessed via an App (e.g. Citrix or Outlook) or browser.
Any College data downloaded to a personal device must be deleted
immediately.

4.1.8 The College reserves the right to refuse, prevent or withdraw access
to users and/or particular devices/software where it considers that they
are unacceptable in terms of security, or other risks, to its staff,
students, reputation or system security.

4.2 Network Services (Wi-Fi and fixed)

4.2.1 By connecting to the College network services, all users agree to
abide by City of Glasgow College policies and procedures. These
include the Acceptable Use Policy and Social Media Policy.

4.2.2 Users must not attempt to breach the security or filtering measures of
the College network.
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4.3 Legislation

4.3.1 Al UYOD use must comply with existing UK legislation and EU
directives.

4.3.2 The main laws covering use/ misuse of UYOD are:
e Communications Act 2003
e Computer Misuse Act 1990
e Copyright, Designs and Patents Act 1988
e Counter-Terrorism and Security Act 2015
e Data Protection Act 2018
e Defamation Act 2013
e Equality Act 2010
e General Data Protection Regulation (GDPR) 2018
e Freedom of Information (Scotland) Act 2002
e Investigatory Powers Act 2016
e Obscene Publications Act 1959
e Telecommunications Act 1984
e Telecommunications Regulations 2000

5. Definitions

e User: Any person/s that have been given an account and access rights to
a college system/s

e Personally Owned Physical Device: A device not owned by the college
(UYOD) and used to connect to a college system/s regardless of location.
A Personally Owned Device may include, but not limited to; smartphones,
tablets, laptops, notebooks and PCs

e Information Systems: Electronic systems used by the college to provide
information to users.

e College Wi-Fi Service: Eduroam and City-Guest Wi-Fi networks
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6. References

6.1.Policy Framework

Associated Policies | Title
and Procedures

Policy IT Acceptable Use Policy

Policy Social Media

6.2.Other College Policies and Procedures

Policy / Procedure Title

Policy Disciplinary

Policy Data Protection for Staff

Policy Data Protection for Students
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